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using System.Linq;
using AES3_EDE_Lib;

namespace AES3StreamCipher
{
    class ANSIX9_17PRNG
    {
        private AES3_EDE aes3;

        private byte[] ULongToBytes(ulong u)
        {
            byte[] b = new byte[8];

            b[0] = (byte)((u >> 56) & 0xFFul);
            b[1] = (byte)((u >> 48) & 0xFFul);
            b[2] = (byte)((u >> 40) & 0xFFul);
            b[3] = (byte)((u >> 32) & 0xFFul);
            b[4] = (byte)((u >> 24) & 0xFFul);
            b[5] = (byte)((u >> 16) & 0xFFul);
            b[6] = (byte)((u >> 8) & 0xFFul);
            b[7] = (byte)(u & 0xFFul);

            return b;
        }

        private byte[] ULongsToBytes(int count, ulong[] u)
        {
            byte[] ba = new byte[8 * count];

            for (int i = 0; i < count; i++)
            {
                byte[] b = ULongToBytes(u[i]);

                for (int j = 0; j < 8; j++)
                    ba[8 * i + j] = b[j];
            }

            return ba;
        }

        private byte[] XOR(byte[] b1, byte[] b2)
        {
            byte[] r = new byte[16];

            for (int i = 0; i < 16; i++)
                r[i] = (byte)(b1[i] ^ b2[i]);

            return r;
        }

        public byte[] Generate(
            int m,
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            ulong[] ukey_0,
            ulong[] ukey_1,
            ulong[] ukey_2,
            ulong[] udateI,
            ulong[] useeds,
            out int count)
        {
            byte[] X = new byte[16 * m];
            byte[] bkey_0 = ULongsToBytes(4, ukey_0);
            byte[] bkey_1 = ULongsToBytes(4, ukey_1);
            byte[] bkey_2 = ULongsToBytes(4, ukey_2);
            byte[] bdatei = ULongsToBytes(2, udateI);
            byte[] bseeds = ULongsToBytes(2, useeds);

            aes3 = new AES3_EDE(bkey_0, bkey_1, bkey_2, 8, 14, 8, 14, 8, 14);

            byte[] I = aes3.Cipher(bdatei);
            byte[] s = bseeds.ToArray();
            byte[] x = null;

            for (int i = 0; i < m; i++)
            {
                x = aes3.Cipher(XOR(I, s));
                s = aes3.Cipher(XOR(x, I));

                for (int j = 0; j < 16; j++)
                    X[16 * i + j] = x[j];  
            }

            count = 16 * m;
            return X;
        }
    }
}


