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Blog Entry © Saturday July 11, 2026, by James Pate Williams, Jr. Testing a LCG PRNG and a
CSPRNG

Reference: Handbook of Applied Cryptography © 1996-1997 by Alfred J. Menezes, P. van
Oorschot and S. Vanstone Chapter 5 Section 5.4.4 Pages 181-184

Reproducing 5.31 Example in the Reference on pages 182-183:

== Menu ==

1 HoAC 5.31 Example

2 Conversion Tests

3 Create a Provable Prime
4 Generate Pseudorandom Bits C PRNG
5 Generate BBS Parameters
6 Generate and Test CSPRNG Bits
7 Exit

1

monobit test

n0 = 84

nl = 76

serial bit test

n00 = 44

n0l = 40

nl0 = 40

nll = 35

poker test

111 ni[7] 1

000 ni[0] =1

110 ni[6] =1

001 ni[l] =1

000 ni[0] = 2

101 ni[5] =1

001 ni[l] = 2

110 ni[6] = 2

111 ni[7] = 2

100 ni[4] =1

100 ni[4] = 2

100 ni[4] = 3

100 ni[4] = 4

111 ni[7] = 3

100 ni[4] =5

011 ni[3] =1

000 ni[0] = 3

100 ni[4] = 6

010 ni[2] =1

100 ni[4] = 7

111 ni[7] = 4



011 ni[3] =
110 ni[6] =
010 ni[2] =
010 ni[2] =
010 ni[2] =
011 ni[3] =
110 ni[6] =
001 ni[l] =
100 nif[4] =
010 ni[2] =
001 ni[l] =
010 ni[2] =
011 ni[3] =
101 ni[5] =
111 ni[7] =
001 ni[l] =
001 ni[l] =
001 ni[l] =
001 ni[l] =
111 ni[7] =
000 ni[0] =
110 ni[6] =
001 ni[l] =
000 ni[0] =
101 ni[5] =
001 ni[l] =
110 ni[6] =
111 ni[7] =
100 nif[4] =
100 nif[4] =
100 nif[4] =
100 nif[4] =
s =53 k =53
ni[0] =5

ni[l] = 10
ni[2] = 6

ni[3] = 4

nif[4] = 12
ni[5] = 3

ni[6] = 6

ni[7] =7

runs test

e[0] = 5.000000
e[1l] = 10.062500
e[2] = 20.250000
B[0] = 25

B[1l] = 4
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B[2]
G[O]
G[1]
G[2]

autocorrelation test

A (8)
X1
X2
X3
X4
X5

0.
0.
9.

5
8
20
12

100

400000
625157
641509

31.791306

3.

987563
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Next, we test the standard pseudorandom number generator in the Microsoft C computer
language partial output:

runs
e[0]
e[l]
e[2]
e[3]
e[4]
e[5]
e[6]
e[7]
e[8]
B[O]
B[1]
B[2]
B[3]
B[4]
B[5]
B[6]
B[7]
B[8]
G[O]
G[1]
G[2]
G[3]
G[4]
G[5]
G[6]
G[7]
G[8]

autocorrelation test

A(8)

test

9.762695
19.526367
39.054688
78.113281
156.234375
312.484375
625.000000
1250.062500
2500.250000
2505

1273

581

323

145

93

37

22

7

2440

1291

642

299

169

83

39

19

5

10037

X1 Monobit Test =

X2 Serial Bit Test =
X3 Poker Test =

0.369800
0.379187
14.195200



X4 Runs Test = 16.252851

X5 Autocorrelation Test = 0.587031
C LCPRNG Runtime = 1.106000
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As a last statistical test, we test the Blum-Blum-Shub CSPRNG:
s = 5000 k = 5000

ni[0] = 328

ni[l] = 303

ni[2] = 315

ni[3] = 351

ni[4] = 299

ni[5] = 333

ni[6] = 280

ni[7] = 306

ni[8] = 316

ni[9] = 319

ni[l0] = 293

ni[ll] = 315

ni[l2] = 305

ni[l3] = 317

ni[l4] = 311

ni[l5] = 309
runs test

e[0] = 9.762695
e[l] = 19.526367
e[2] = 39.054688
e[3] = 78.113281
e[4] = 156.234375
e[5] = 312.484375
e[6] = 625.000000
e[7] = 1250.062500
e[8] = 2500.250000
B[0] = 2539

B[1] = 1212

B[2] = 632

B[3] = 334

B[4] = 141

B[5] = 68

B[6] = 49
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B[7] = 21

B[8] = 11

G[0] = 2530
G[1l] = 1236
G[2] = 604
G[3] = 314
G[4] = 168
G[5] = 79

G[6] = 42

G[7] = 22

G[8] = 11
autocorrelation test
A(8) = 9982

X1 = 0.096800
X2 = 0.225766
X3 = 12.966400
X4 = 11.728346
X5 = -0.190962

We can also create provable prime numbers using Maurer’s Algorithm:

== Menu ==

1 HoAC 5.31 Example

2 Conversion Tests
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7 Exit

3

number of bits = 2048

provable prime:
2121087656536562263836899566187324270021043686063211925915538580
04403\
2459298339750100690479429607521978491960349203079001689446630598
37693387\
5247252717315679054617084542359927813895036807589805253814425325
56074129\
2350256531867135075153259182243190533885181080587082903312850052
28449096\
0781501363738848173626183747985272452460256816818921626765684383
07300058\
8627090853561836606336138484151640728120016310600574243900210929
69689267\
2966388124135216868928683496421456379614117862164318467369722052
07533508\
2638457531274879492781344635102794333933902683155856074347042398
74496103\



56873233420113398115674829016225519990614127
Miller-Rabin (20) =1

(long) (floor(log2(N) + 1)) = 2048

seedl = 1783814649

seed2 = 1783814649

runtime in seconds = 6.731000
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We use two different PRNGs: the regular C pseudorandom number and the large integer

PRNG in the large integer package.



